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NIMBUS GUIDE . SEPTEMBER 2020

Secure remote administration
of router deployments

This guide is to familiarize IT administrators with
Nimbus, Celerway’s cloud-based router management
system. In Nimbus, you can manage all instances of
CelerwayOS in routers and virtual machines.
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Accessing Nimbus

1. Obtain a Nimbus user account, which your Celerway provider can create.

2. You will receive an automated email message from Nimbus,
triggered by creation of your Nimbus user account.

3. Follow the link in the email message to activate and update your user
account, complete initial login, and set up two-factor authentication.

If you have already activated your Nimbus user account, log in at nimbus.
celerway.com, then go to Nimbus dashboard view in this guide.
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Activate your Nimbus
user account

»

»

»

»

Follow the link in the Nimbus email message

Go to the email message you have received

when your group administrator registered a

user account for you in Nimbus. Click Link to
account update in the body of the email message,
using Chrome web browser for best results.

A new browser tab will open with the Nimbus

Account Update page. Click Click here to proceed.

Update your password In the dialog box
asking you to update your password, enter
a password of your choice in both the New
Password and Confirm password fields, and
click Submit to update your password.

Please note that your password must:
Include at least one upper case character
Include at least one lower case character
Include at least one numeral

Be at least 8 characters in length

Not be an email address
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Update Your Account Inbox x

Celerway Nimbus <nimbus @celerway.coms

Your administrator has just requested that you update your Nimbus account by performing the followin
Link to account update
This link will expire within 3 days.

If you are unaware that your administrator has requested this, just ignors this message and nothing wil
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Perform the fallowing action(s)
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Update password

Confiem password



Activate your Nimbus
user account

When your password has been updated, you will
see a confirmation message. Follow the Back to
application link to return to the Nimbus login page
and complete initial login with your new password.

3. Complete initial login In the dialog box instructing
you to sign in to your account, click Login.

Next, enter your email address and
new password, and click Log In.
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Your account has been updated.
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Sign In to your account



Activate your Nimbus
user account

I
4. Set up two-factor authentication Eyery =nimbus
time you access Nimbus, you must sign in
using two-factor authentication. The two
factors of user authentication are:
Mobile Authenticator Setup

» Your login credentials (email and password)

» A 6-digit one-time password (OTP) generated by
an authenticator app on your mobile phone.

The first time you sign in to Nimbus using your
new password, the system will ask you to set

up Mobile Authenticator in Nimbus. Before you
can do so, you must download an authenticator
app such as Google Authenticator or FreeOTP
on your mobile phone. Setup instructions
shown here are for Google Authenticator. OntsHare

i ) Fovnae - [P s
To begin, open Google Authenticator on Google Authenticator ;

your mobile phone and tap the + sign.
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Activate your Nimbus
user account

The authenticator app will show you a menu
of options. Select Scan a bar code/QR code,
which will open your phone’s camera. Center
the camera over the QR code visible in the
Nimbus interface on your computer’s display.

Once it has captured the QR code, Google Authenticator
will automatically generate a one-time password.

Enter the one-time password in Nimbus,
working quickly because the password changes
every 30 seconds, and click Submit.

You have completed your initial login to Nimbus.
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Log in to Nimbus

1. Go to nimbus.celerway.com and click Login.

2. Enter your email address and your
updated password and click Log In.

3. The system will initiate the authenticator app
on your mobile device to generate a code. Enter
the code with no spaces, and click Log In.

© 2020 Celerway Communication AS

-
&
=nimbus
Important! Action required: new way of accessing the Nimbus
management system. Please, see the Instruction.

Log In
Username or email

audunh@celerway.com

Password

[ |

Forgot Password?

audunh@celerway.com 2

One-time code




Nimbus dashboard view

After login, the initial view is the Nimbus
dashboard with an overview of routers to which
you have access, as defined by your role.

The left menu bar shows the hierarchy of
groups to which you have access. A group

can be an organization or routers sorted and
grouped in a relevant manner. Please note that

you should configure routers at the group
level, as explained elsewhere in this guide.

For more information about a specific router,
select it from the list of router names. You
can also apply filters to view routers based
on their status or other attributes.

EEREeE el Croups Routers Users Licenses  SlM-cards  Map | mwane
cownload

Cocumentation ]

en .
audunh@simula.na ~

Group ! [multiple groups]

Dashboard Router status Health report

F o OF 0 O = 1
L - ALL WORKING FLAGGED DOWN UNKMOWN
= Routers (1-3cf 3 search Q n o
Status Network Firmware
ens |ID Hame Group  interfaces Last seen version Maodel code

Group n @
Group n

06-08-2020 22:05:26 | 2.2.0

06-08-2020 22:08:40 241

06-08-2020 22:05:48 2.41

CWY-M1.2-ESLTW2

CWY-MI12-ESLTWEZ

CWY-MB1

kefurt | Graup n

In the screenshot, the orange circles highlight
the hamburger menus. Use these menus to
change the dashboard view and menu layout.

Use the search function to search by
groups, routers, users, etc.

The top menu circled in green is a global menu,
with options for viewing information about all
routers in groups to which you have access,

as well as all documentation. You have the
option of viewing these routers in a map.
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Nimbus dashboard view

Click on Health Report to see a list of routers

sorted according to the absence or presence of
router events. Routers showing router events may
require you to investigate further and take action.

Dashboard fouter status Health report @

= Routers (1-40f 4]

07-08-2020
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A
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Groups

In Nimbus, managing groups is the primary way to
manage routers and users. Groups and access to
them are hierarchical. A user with access to a group
also has access to all the subgroups of that group.

For group configuration options, click on the group
name in the left menu, or click Groups in the top
navigation and select the group from the list.

Znimbus = iaa group setals

Greug
Group details
Group name Group
Routers Subgrouns Usars Permnigsions Contacts SiM cards
B Routers (1-4of 4

1] Harme Statis

& 2020
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Configuratiar

Tags

Last seen

07-08-2020 21:25:24
Q7-08-2020 21:26:07
07082000 21:25:20
QE-0&-2020 15:36:21
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Groups

Routers, subgroups & users

Routers The Routers menu tab is a list of routers in
the group, showing router ID, name, status, any tags
assigned, time last seen online, and physical address.

Subgroups In the Subgroups menu tab, to create
a subgroup in a group, click Add new, and enter
a name for the subgroup. If you want to hide a
group and its subgroups from all users higher

in the group tree, tick the box beside Block
inherited permissions, and click Save changes.

Znimbus =

Clase group details

Group details

Graup name Group

Routers

= Subgroups (115 21

@ Group details

& .
Eroup name : .
P Subgreup 2

Elack inrherited penmissions
ipaking st information mside the biocked proun.

© 2020 Celerway Communication AS

Subgroups Uscrs Pormissions Cantacis SIM cands Canfiguration

Users The Users menu tab shows a list
of users in the group, with their unique
Nimbus user IDs, email addresses, groups,
last login, and optional contact details.

To add a new user, click on Add New. The only
mandatory field in this form is email address. When
you add a new user, Nimbus automatically sends
that person an email message with instructions

for activating their Nimbus user account.

= Diejete search Q

“Block infrevited permissions” will pre wend anyone with scoess (o & “panent” groug from
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Groups
User permissions

When you add a user to a group, you can define their permission level for the group. Because
Nimbus permission levels are hierarchical, a user higher in the permission hierarchy, e.g,,
LICENSE_ADMIN, has all the access granted to users with lower permission levels.

SUPER_ADMIN

» Can grant other users LICENSE_ADMIN
and SUPER_ADMIN permissions.

» Can make “DemoKit” licenses

LICENSE_ADMIN

» Can create/delete license keys, but cannot
create or edit permissions of users with
LICENSE_ADMIN or SUPER_ADMIN).

» Can see License Order, Order History,
and Order Event Log tabs.

GROUP_ADMIN

» Can create/delete users, groups, and
routers, but cannot create licenses.

»  Can grant other users GROUP_ADMIN
in groups and subgroups in which s/
he has GROUP_ADMIN permission.

»  Cannot change permissions of users
at higher permission levels.
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»

»

»

Can modify tags.

Can move users from one group to another.
Can set “inherit permissions” to true/false to
prevent inheritance of permission by group.

ROUTER_ADMIN

»

»

»

»

Write access to Contacts, SIM cards.

Read access to licenses through License tab only,
not Order, Order history, or Order event log.
Can delete Network interfaces.

Access to remote router Ul, configuration
management, firmware updates.

READ_ACCESS

»

»

»

Read everything except license keys.
No access to remote router Ul.
Primary use: view dashboard, data
use, and other reports.

Routers Subgroups Uisars P isslons. Contacis SIM cards Condiguration CRNSH

0 User details

Group Group

Ernail

First name:

Last name

Mabile phane riimber

Permissian level P ram
Router admin
Receive natificatians an ﬁ“‘pﬂm‘_
- inense admin
paatas St st
Address Stroat
Ciny I



Groups
User permissions

To edit user details, go to the Users tab or
Permissions tab, and select a user email address.

To modify permissions, including giving a user
access to multiple groups outside the original
tree, click Add New in the Group permissions
pane and enter permission details.

To reset a password, click on Reset

password in the User detalils pane.

o/ audunh@simula.no

User details &

Group Group Reset MEA

Ernail audunhi@simulano

Reset password
First nama

Last name

Mebile phone
niurmiBer

Receive natifications Disabled
on updates

Address

= Group permissions [1-1a1 1)

Group 1D Group name

= |nherited group permissions 1-0 of 2

Group 1D Group name
724 Group
725 Group / Subgroup 1
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To reset two-factor authentication (2FA), also known
as multi-factor authentication (MFA), click on Reset
MFA in the User details pane. Resetting 2FA is useful
when a user purchases a new device and wishes to
associate that device with their Nimbus account for
the purposes of 2FA. When you reset 2FA, Nimbus
automatically sends the user an email message with
instructions for setting up their device for 2FA.

+ Add Mew = Dalete search Q 0w
Permission
Super admin
L q 0w
Permission

Super admin

Super admin
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Groups
Contacts

The Contacts menu tab shows contacts that

receive alerts about router and interface events about firmware updates.

as well reports about quality and data usage.
You can also add contacts to receive alerts and
reports. Contacts are not required to be Nimbus
users—the only requirement is an email address.

When you manage contacts in Groups, you configure
alarms for all routers in all groups. In the Router menu,
you can add a contact for a single router only, as well
as a time zone for alerts with local time stamps.

Ratars Subaraups Usars TR REONS Contacts SIM cards Configuratian License
= Contacts

(¥ Comact details

‘Groupirauter Group

Emai *

First e

Last naimw

Mol phone numiber

Email alert Router Ethernet'Wil Modem
Wiakly reports

Monthly reparts

Aeceive natifications an
updates

Time zone

Lo oeors I

Show individlual Fouter's Sonacts
Reutar/group Contact Mabille phane

NOITEMS
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+addMew = Dalete

Waakly reparts

You can also subscribe to notifications

Monthly reparts
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Groups
SIM cards

The SIM cards menu tab shows an overview of all SIM cards in
the group, indicating the router in which each is installed. To see
details about a SIM, click on its ICCID (SIM card number).

Sreup

Group details Fae
Group name Giroup
R b 1] SIM cards c ] Lie Fi
B S1M cards (i-100 1) + Ackd Hew Mgue
eI Operator Router 10
Telenor

To store SIM information, click on the ICCID for the SIM and then the
pen symbol to open the SIM Card Details pane. Enter SIM information
such as PIN, PUK, and APN, and click Save changes.

Routers Subgroups Users Permissions Contacts SIM cards Configuration License Firmware
= SIM cards [i-107 %) + Add New hove = Delete

[# Simcard details o 1] )

Group/router Group

Reader Celerway Office Dsle

ICCID 894700001407 24064087

Croeratar Tilenar

APN
Warning: SIM card details like PIN
code and APM are not

PIN synchronized to the routes

PUK

© 2020 Celerway Communication AS

= Delate

search

Router Hame

15



Groups

Configuration

Router configuration files are stored per group. The router
configuration process is described in the following guide:

https;//nimbus.celerway.com/docs/Guides/Configmanagement

Configuration files uploaded to Nimbus can be deployed on selected routers,
and you can add a specific configuration to multiple routers. When an offline
router comes online, it receives the new configuration. If a router cannot get
online after a new configuration is deployed because the configuration is
incorrect, the router will roll back to the last successful configuration.

Group details
Group name Group
Routers Subgroups Lisers Permissions
Fibeg
B Files 1-10117)
Apply
Status
1) Mame
Logs OMm G w Fra

= Routers {1-4 af 4

Router ID'.  Router status

a4 .
42 .
2189 .
2222

Contacts SIM cards

Router name

Celerway Fractus Demnao
Celersmay Office Oslo
DigitalOeean Vi Demo Frankfurt

Audun GO dual modem internal antennas
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(=

Caonfsguration License Firrmaare

#Apply configuration search Q

Date

08=08-2020 271:97:31

search Q

Config ID*.  File name . Configuration status Status timestamp

o ~
M0
Last seen

08-08-2020 21:27:62
08-08-2020 21:28:08
08-08-2020 X1:27:61

06-08-202015:35:21
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Groups
License

Every Celerway router must be registered and
activated with a license from Nimbus to ensure that:

1. A deployed router

has the latest

firmware and security patches

2. The router can be reached for
subsequent security updates
3. You can enable remote support if you

encounter a problem you cannot solve

Unfortunately, most vendors use a process in
which you connect the router to the vendor’s
remote management system by entering the serial

Group

Group detalls

Group name Group

Routers Subgroups Users

Licanse Order

Pleasa salact licanse fram the list

E License keys 1-4 of 4

s

License Key

Crder history

Parmissions Contacts

Ewent log

Craated

3kAluz 12-1-2018

08:25:04

RE]| 12-01-20M2

IB:30:62

SapZKl 10-07-2020

10:86:25

18-07-2020
14:62:17

SIM cards

Activated

12-01-2019
08:31:58
12-01-Z012
22:08:22
10-07-2020
123288
18-07-2020
14:52:47
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Configuration

Expiry Date
12-01-2022
00:00:00
12-01-2022
00000
10-07-2023
0Ceo0:nn
18-07-2023
00:00:00

License

Router
1]

41

2188

2222

number found on the router. This approach allows
unauthorized parties to guess router serial number
sequences and enter them in the management portal
before you do, thus taking control of your routers.

In contrast, Celerway uses a secure router activation
process. License keys are generated in Nimbus. When
you enter a license key in the Ul of a router, the router
downloads and installs the latest firmware when it
comes online. As a result, not only are your Celerway
routers always under your control, but they are sure
to be deployed with the latest firmware and security
updates, can always be reached for subsequent
security updates, and can be supported remotely.

Firmmware

Eddit Moy = Dsliatin 100 »

Router
Router Name Type

Router MAC Prioduct Code

33fc | Generic xBE | 3YP-CWY-ME.3-E3L3W1 - Arcus, 3Y

Bdlbclal
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Groups
License

With the appropriate user permission level,
you can create licenses in Nimbus.

To create licenses for a group of routers,
go to the License tab for the group, click
the Order sub-tab and New Order.

Group details
Group name Group
Routers Subgroups Users Permissions Contacts ZIM eards
License Order Order history Event log
Haw crdar
& New order

Muirwber af boanges

Product code

Product description 5 package Pileus

In the New Order pane, select the router
type and enter the number of licenses. You
can also extend licenses by a year.

Configuration License Firrmware

3YP-CWY-M3.1-E3L2W1 - Pileus, 3Y package

Motes

[ove o IS

© 2020 Celerway Communication AS

18



Groups
Firmware

To deploy a new version of the firmware to
multiple routers at once, go to the Firmware
tab for the group. Select the firmware version
and the routers on which to deploy it.

IMPORTANT: Never power off a router during a

firmware update, as doing so may corrupt the update.

If Erase Settings is selected, the router configuration
will be restored to factory settings.

© 2020 Celerway Communication AS

To install older firmware, you
must select Force update.
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Router Information

To enter the configuration menu for an individual Below the Router details pane is a tab menu with
router, click on the router name or ID from any menu. more information about the selected router.

In the Router details pane, click the pen icon in the top
right corner to edit router information such as router
address, CPS selection, and router name. The Router
details pane also gives you direct remote access to
the complete router Ul and the ability to download
the router configuration for use on other routers.

Group | Calerway Oifice Osls

Poster doralle Edit the router information ———» & | 0

Rester 15 " Router U —_—
Remster riame: Colermay Oifice Bvle [+] d config - B
Veraisr [

Wadd Fractu (biack)

Figsh

Rl 512 ME

[ TEAIE1 46488

Hewtname enlormey THa 313 esdd

Frrsfrmie viriion EER]

Lisemna kay 5 i $4D0L - S67AND - 10N 70- LaighD -2

GPS5 status -

G lait seen

Lacutan o the mas Marsial

Address 25, Martin Linges vl

= Farrabe

Tip code 1325 LYSAKER

Caurtry rnay

Laat voen BO-0B-2020 TIE 84

Cwding: 264 Oh 2dmin 31

Upise 20 Oh Ihein s

Hmm-lww Metwerk events  Datawse  Offiins paeieds  Conses Tags #———  Routerinformation

B Metwark interfacos 112570 - . W ow
Sratvs Trne % 1P sedress “ Lawt seen ~ Devies 1D st recent IGCID + Operater u
. WAk Port 3186030 00-08-2020 11334 | TBAIGII4ea8T
. Madem 31383 01888/12 00-08-3030 111288 BA41183 0T BRAPLO00HLIT 14084047 Telsnor
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Router Information
Track a router using GPS history

You can track a router’s GPS position over a specified
period by looking at its GPS history. To track a specific
router, go to the Router details pane for the selected
router. If a GPS history exists for the selected router,
click View GPS Details to right of the GPS status.

Router details & nj
Router ID 4 ]
Router name Celerway Fractus Demo B
Vendor Celerway

Model Fractus (black)

Flash

RAM 512 MB

MAC 78a35134e162

Hostname celerway78a35134e162

Firmware version 220

License key 3zL2hl-g¥h142-3kAlLuz-1KYwOu-28bByY-N2

GPS status . | View GPS details

GPS last seen
Location on the map

Address
City

Zip code
Country

Last seen
Online

Uptime

01-05-2019 22:57:16

Based on last GPS position

Greup | Celoraay Frazous Dema

1062070

09-08-2020 14:11:42
1y 4m 3d 3h 1min 7s

1y 4m 3d 20h 51min 29s
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Router Information

Details pane

The tab menu below the Router details pane contains
options such as interface statistics for each of the
router’s ports, network events, data use, and more.

Network interfaces An overview of a router’s network interfaces, showing status,
type, IP address, time last seen, device ID, most recent ICCID, and network operator.

Lecatan on the mas
Address

Ciy

T code

Courtry

Laat seen

Ciedirg

Uptima

Mstarsrk et facas

[T
25, Martin Lingas val
Forrabu

1325 LYSAKER
Fceway

00-08-2020 1232184
64 Oh Jdsin 3t

264 0N J6min 18y

\tartece alatiates  Mebwirk svenls

B Mrtwerk interfacon (13 50 5

Statys

Interface statistics An overview of network quality and data usage of each
of a router’s network interfaces for a selected day, week, month, or year.

Metwork interfaces

Tree IP address
WAR Pt YIIISE.21000
Madem 37253 119.80/32

Interface swatistics Metwork events

Date: | 09-08-208 | | £ m A

Device 1D
Drevice type
Total data usage
Sent data
Recieved data

Device ID

Device type
Network provider
Total data usage
Sent data
Recieved data

L3 uptime

L4 uptime

7883571340487
WAN Port

24 583 GB
2,405 GB
22178 GB

BA4B1E0300ZBER0

Modam

Telenor

1165 ME

T0641 KB

1.067 MB

&d 11h 56m 155 (99.95%)
&d 11h 56m 3s (99.058%)
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Last seen
00-08-2020 13164
09-08-2020 113164

Data use Offline periods Conteets

Uptime
u 6d 12h Dm 05 (100%)

Downtime
05 (0%}

Good quality
6d 11h 30m 25 (99.6B%)

Bad quality
29m 585 (0.32%)

Unknown quality
0 (0%)

W Uptime
Gl 11h 56m 155 (99.96%)

Downtime
3m 455 (0.04%)

Good quality
6d 11h 56m Os (99.9099%)

Bad qualit
oo agy

Unknown quality
35 (0.001%)

.

Router information

Device I
TREIG1 144407
BO431B0 B0 TARED

> Showing data from 03-08-2020 to 09-08-2020, 12:00

/

Mot recent ICCID

Enable

W LTE
6d 11h 56m 14s (100%)

m3

G

05 (0%:)
2G

- 05 (0%)

| Mo service/disconnected
1s (0%)
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Router Information
Details pane

Networks events An overview of network events for a selected day, week, month, or year, as
well as by network interface. View network events as a visual timeline or a sortable list.

Network interfaces Interface statistics Metwork evants Data use Offline periods Contacts Tags
Gate: | 0908202 (<] U »  Showing data from 09-08-2020, 00:00 to 09-08-2020 Auta refresh
MAL: 71 4E7 m CTID: BYL RO m
WAN Port 1 Telenor 1
Agu o308 o0 et 10 1520 ) 00 +
Last connactivity or unknown avent (14) - . L] L] L] . . -
link g d connectivit kitd) L L] L L] L] L L]
Mo qualty chang 2 L L] L L ] * @ L1 L] -
L L]
08 August 2020 09 August 2020
@ Lost connectivity or unknown event 5 link passed iwity check H quality change B @ Last update recaived Enable mouse wheel 2oom
= Network events (1-51af 51) 100 ¥
Type Timestamp & Seguence Deviee ID Network provider Deviee type Network address Iccio Message
- 00-08-2020 00:42:26 26576 BEABTB0Z00288E0 Talanor Modam ABBE.120.36/32 204700001407 24064087 Lost internet connection
- 08-08-2020 00:42:26 26577 BEAB1E030028880 Telenor Modem 46.66.128.36/32 #0470000140724064087 Lost 1P
*  009-08-2020 004280 26679 854818030028850  Telenor Maoderm 176.76.182.163/32 80470000140724064087  Got 1P
* 09-08-2020 00:42:30 26580 BEABIB030028880 Telenor Maoderm 176.76.182.163/32 #9470000140724064087 Mode changed to LTE/4G
. 09-08-2020 00:42:30 26581 B54818030023880  Telencr Maodem 175.75.182.153/32 89470000140724064087 Got internet connection
. 09-08-2020 00:42:30 26532 B54818030028880  Telenar Modam 176.75.182.153/32 29470000140724054087 Quality changed to Good
- 09-02-2020 01:41:58 26941 7Bal5134eds7 WAN Port 192.212.155.210/20 o Quality changed to Bad

Data use An overview of data usage of each of a router’s network
interfaces for a selected day, week, month, or year.

Nebwork interfaces  iniorface statistics  Networkevents | Catsuse | Offinepeiods  Coniacts  Tags
Dot og-08-p02 | ( | * Shewing data from 01-01-2020, 00:00 to 31-12-2020
? (- | 101 BTDH001LTIADEI0 - |
WAN Port 1 Telenor 1

Totsl dats wsage for month
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Router Information
Details pane

Offline periods An overview of offline periods for each network interface
of a router for a selected day, week, month, or year.

Network interfaces Interface statistics

Network events

Datause  Offline periods | Conlacts  Tags

S s wes

e

Enable mouse whael zoom

Date:  09-08-202 u] > Showing data from 03-08-2020, 00:00 to 09-08-2020
MAC: 7Ba361340487 m ICCID: m
WAN Port 1 Telenor 1
IEI Y.ui ™ |z;w m?n; 1200 Thu D5 -zlvo FhIU IEI(O s:llm IE“:IJ l'ui ) I?IM
WAN Part 1 (31)
Telenor 1 (81)
03 August 2020 08 August 2020
= Offline periods (1-10 o/ 112) n 2 3 4 5 ..
Device ID cclo From time To time Offline duration
7823513de487 02-08-2020 22:45:00 03-08-2020 00:55:00 2h 10min Os.
864318030028880 B9470000140724064087 02-08-2020 22:45:00 03-08-2020 00:40:00 1h 55min Os.
864818030028880 39470000140724064087 03-08-2020 00:45:00 03-08-2020 02:45:00 2h Omin 0s
782351342487 03-08-2020 01:00:00 03-08-2020 02:10:00 1h 10min 0s
78235134e487 03-08-2020 02:15:00 03-08-2020 04:55:00 2h 40min 05
864818030028880 29470000140724064087 03-08-2020 02:50:00 03-08-2020 04:40:00 1h 50min Os.
864818030028880 B9470000140724064087 03-08-2020 04:45:00 03-08-2020 06:30:00 1h 45min 05
. . . Network interfaces Interface statistics Netwaork events Data use Offline pero:]s Contacts
Contacts This tab contains a list of contacts
and you can add contacts to receive: = Contacts (11511
# Contact details
» alerts about router events
i G oLt Group | Cel Office Osl
and networks interfaces rauproLter rous / Celenway Office Oslo
Email *
. First name
» reports about quality and data usage
Last rarme
s H H Mohile phone number
» notifications of firmware updates
Email alest Router EthernetWak Modem

You can also set a time zone to receive
alerts with local time stamps.

To receive alerts and reports, the contact

is not required to be a Nimbus user—the
only requirement is a contact email address.
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Weekly reports
Maonthly reports

Receive notifications on
updates

Time 2one

Save changes Cancal

2 s v

Tags

 fod New
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Router Information
Detalils pane

Tags In the Tags tab, you can assign router tags for searching for and sorting routers by tags.

Network interfaces Interface statistics

Router tags

Assign tags

Network events

Data use Offline periods Contacts Tags

Color Indicators in Nimbus

Routers

»

»

»

Green: All network interfaces have passed
connectivity and quality checks.

- At least one network interface
is offline or of poor quality.

Red: All network interfaces are offline. The router
indicator changes to red automatically when
the router has been offline for three minutes.

Grey: Router has been offline
for more than one hour.
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Network interfaces

»

»

»

Green: Quality is good.

- Quality is poor.
Red: Interface is offline. The indicator changes to
red when the interface has been offline for three

minutes or when triggered by a router-level event.

Grey: Interface has been offline or
unavailable for more than an hour.
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About Nimbus
Core features

Nimbus is Celerway s cloud-based router management system that manages all
instances of CelerwayOS in routers and virtual machines. Selected core features:

»

»

»

»

»

»

»

»

Login using two-factor authentication (2FA)
Routers organized in tree structure of
arbitrary depth defined by customer,

e.g., region > sub-region > location

User/permission system with access levels

Users can have different permissions
in router groups

Dashboard for easy overview of routers,
all their network interfaces, and status

Visualization of data use across network interfaces

Network event visualization (up/
down, quality changes)

Unlimited number of tags for searching
and grouping routers across groups
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»

»

»

»

»

»

»

Management of SIM cards and PIN/PUK codes
Remote access to router user interface
Configuration management

Mass deployment of configurations

Remote firmware updates

Network availability reports

Email notifications on critical events

Data use reports via email

Router location information (using either address

entered for the router or live GPS information if
configured and the router has a GPS antenna
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About Nimbus

High-level system architecture

Nimbus is designed for scaling, resiliency, and
security. Main components include:

» Database

» Container-based services for meta-data and batch jobs

» REST API for accessing the database

»  Web application

Options for data storage and hosting Nimbus

has several options for data storage and hosting.

The default setup is data storage and hosting
on Celerway’s Google Cloud instances within
the European Union, while user credentials are
stored on Keycloak servers within the EU.

»  Alternative options for data
storage and hosting are:

»  Separate Google Cloud managed by
Celerway (i.e, data is stored separately

from that of other Celerway customers)

»  On-premise Kubernetes cluster and
database in customer data center

»  Solutions for other cloud hosting
providers are under development
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Security Each Nimbus user must be registered using
a valid email address. The user logs in with their
email address, strong password, and two-factor
authentication using a one-time password (OTP)
generated by Google Authenticator or FreeOTP.

All data access goes through the Nimbus REST
API. Authentication and identity management
for the APl are secured using third-party

SaaS components from Keycloak.

Compliance For more information about standards
and compliance in Google Cloud and Kubernetes, go
to https;//cloud.google.com/security/compliance/.

For information on Keycloak and
standards compliance, go to https;//
openid.net/developers/certified/.

27



About Nimbus

High-level system architecture

Users and permissions

Nimbus organizes routers in a tree structure of groups
and subgroups. Permission levels are hierarchical,

and users with higher permission levels have all the
access rights given to users with lower permission
levels. Also, a Nimbus user can have access to multiple
groups, with different permissions in each group.

The permission system is flexible and defined for each
REST API endpoint, enabling fine-grained control.

In Nimbus, a “contact” is a person associated with
an email address and mobile phone number who
receives alerts and reports about routers. The
contact may or may not be a registered Nimbus
user. For example, alerts may be set up for someone
in close physical proximity to a router who can

take action in the event of a power outage.
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API for third-party integration

Customers can integrate an existing system or web
interface using the Nimbus API. The first steps are:

»  Define a third-party application within Keycloak,
which authenticates using a “client secret”
shared with the customer application.

»  Access control by security scope and on
the data-level, so that an API call can be
restricted to specific parameters.

For an extensive list of available REST API calls, go
to nimbus.celerway.com/n2api/documentation#/.

Note that return values described are not actively
maintained, and data can only be retrieved with a
valid API key. For example, to retrieve information
regarding all internet connections (modem,
Wi-Fi, RJ45) for a router with ID=167 from the
API, one would request the following URL:

GET https://lumobu.no/nzapi/vi/router/167/
networkinterfaces?
includeStatuses=true&limit=10&offset=0

The data returned is JSON formatted.

Similar REST API calls are available for modifying,
deleting, and adding information about routers

and network interfaces. The customer chooses

the data to retrieve and the data presentation
format. This APlis used by the Nimbus cloud
management application software, so all operations
possible in Nimbus are possible via the API.

28



If your organization needs to adapt quickly to the new norm of
remote work, we stand ready to answer your questions and help
you with a Celerway deployment. Give us a call to find out more.

Celerway is on a mission to keep

: Ce|eI’WCIy business ahead of the mobile curve.
Based in Oslo, Norway, Celerway

. offers the only open source-based

mfo@celerway.com mobile-first SD-WAN platform and a
range of high-performance multi-WAN
routers. With Celerway, customers
harness the power of multiple
simultaneous wireless and wired
connections, expanding network reach.
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